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Abstract

Offensive cyber operations had become a recent interesting phenomenon
world over. Cyber-attacks have been used by various stakeholders around the
world to obtain their preferred outcomes. Among the Cyber giants in the
world China has become one of the main cyber powers in the world. Some of
Their cyber activities has a direct link with their political intensions. This
research paper will be looking at whether China has become a threat to the
information security of Australia. For this particular research | have used
Secondary data. The analysis has been done through materials such as research
papers, online publications, dissertations and YouTube interviews etc. Content
Analysis method has been used to analysis the qualitative data. According to
the conclusion of the research is that China has become kind of a threat to the
information security of Australia. Where the critical and sensitive information
has been stolen by the cyber activists of related to China. Furthermore, there
were new security dilemmas has been formulated because of these cyber-
attacks.
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Introduction

Cyber Technology has become one of the most interesting topics worlds over.
Initially it was used for the enhancement of Information Technology and to
make human life more convenient. However later on cyber-Technology has
been used for aggressive measurements. Therefor cyber security has become
one of the main branches under the study field of security. Intensive growth
of cyber actions such as hacking and cyber-attacks has prompted a threat to
national as well as international security. Considering Cyber-attacks various
stakeholders conduct cyber-attacks for various reasons. (Kremling & Parker,
2018). It can be a hacker who wants to achieve personal outcomes or it can be
an organization willing to conduct attacks against their competitors.
Otherwise, it can be a nation-state who are conducting cyber-attacks against
other political actors to gain their political outcomes. If a nation state conducts
a cyber-attack against another nation state or international organization, we
identify such activities as cyber warfare. .(Kremling & Parker, 2018) Because
those attacks directly has a political intension and those are politically
motivated. Cyber Power has become one of modern mode of influencing other
than the hard power and soft power. (Nye, 2014). We also identify them as
state sponsored cyber-attacks when there is a clear involvement of a nation
state. Today world over there are many nation states which has been identified
as cyber giants such as USA, China, Russia, Israel and North Korea. Where
they have great cyber capabilities to influence other stakeholders around the
world. In this particular research | will be focusing on Chinese aggressive
cyber activities conducted against Australia to bring about a threat to the
information security of Australia. There are various ways that we can classify
cyber-attacks those are sabotage, espionage, propaganda attacks and economic
disruptions. (Zetter, 2019)

The mode of Cyber-attacks which are most common with the dispute between
China and Australia is espionage. Espionage is an equal term for spying. It has
been typically done by governments to obtain politically or military sensitive
data. Espionage campaigns also conducted through cyber methods which is
known as cyber espionage or cyber spying. (Valerino & Maness,2018)
Therefor the paper will focus on offensive cyber operations against the
information security of Australia.

Materials and Methods

This research is based on secondary data. The method of content analysis has
been used to analyze the qualitative data off the research. The materials which
has been used for this particular research is secondary data relevant to the
purpose of the research they are such as research papers, online Publications,
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reports, dissertations and interviews etc. The data have collected form open
sources. The method of content analysis has been implemented to analyze the
above-mentioned qualitative data.

Results and discussion

The results of this research shows that there is a serious threat towards the
information security of Australia because of the cyber activities done by
Chinese organizations. These offensive cyber operations have been happening
for the last few years. In the year 2019 the computer systems of the main
political parties in Australia have been hacked cyber-attacks launched against
the labour party,

National party and the liberal party in Australia. This cyber incident happened
before the general elections of Australia in that particular year. Those are
espionage campaigns which seeks to obtain the policies of those political
parties, Australian government claimed that information breach done by a
state sponsored stakeholder. The policy documents of various political parties
are critical information because it illustrates about policies regard to national
security and foreign policy economic policy and etc. It is clear that stealing
such kind of data through offensive Cyber activities is an obviously threat to
information security of Australia. (Sky News, 2019)

Another critical cyber-attack took place in the Australian National University
in that particular year. The details of more than 20000 students and Academic
Staff has been stolen. .(afr.com,2019) The data accessed by the aggressor
includes names, addresses, contact numbers and other personal details of the
students not only that information such as text, finance, payroll information,
bank account details and passport details are also included among the data
which has been stolen by the aggressor.(afr.com,2019)

Furthermore, Australian liberal senator James Patterson exposed that the
Chinese government has access to the data in the social media platform of
Tiktok. Therefore, the government is collecting data about the Australian
Tiktok users. According to Senator Patterson these data can be used to conduct
disinformation campaigns in order to manipulate the public opinion of
Australian Tiktok users. Although these social media platforms functions
through an Algorithm it can be manually programmed to achieve such
outcomes. Not only data of the ordinary Tiktok users but they attempt to
collect some other sensitive data of the government as well. (SkyNews,2022)

An American cyber security agency knows as Proof Point identified another
cyber espionage campaign targeting Australian media, defense and
telecommunication companies. And they have shown a special interest on
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matters relevant to South China Sea as well. Currently there is an ongoing
dispute among China Australia and other western powers as well. South China
Sea has become one of the strategically important stand points of the Indo-
Pacific. The accused hacking group known as (TA423 Red Ladon) Red Ladon
is a China-based, espionage-motivated threat actor that has been active since
2013, targeting a variety of organizations in response to political events in the
Asia-Pacific region, with a focus on the South China Sea. Targeted
organizations include defense contractors, manufacturers, universities,
government agencies, legal firms involved in diplomatic disputes, and foreign
companies involved with Australasian policy or South China Sea operations.
(Proofpoint, 2022)

Based on the above-mentioned cyber incidents we can clearly identify that
Australian information security is clearly under threat because of destructive
cyber activities conducted by Chinese government and Communist party
related authorities. Mostly the Australian authorities has not been able to
protect they are critical information on sectors such as universities
administrative sector healthcare sector, Media, Public data and matters related
to other critical infrastructure moving beyond that highly sensitive data of their
political parties also has been hacked. Therefore, we can clearly determine that
they are the information security is clearly and a threat.

Conclusions and Recommendations

There are certain research findings that can be illustrated in this paper
especially all of these operations are politically motivated these attacks are
state-sponsored. China might be involving directly in these offensive
operations who otherwise they could hire a non-state actor to conduct these
offensive cyber-attacks.

Nonetheless certainly there are political motivations at the first place. China
wants to dismantle the critical Infrastructure in Australia. They wanted to
establish their cyber dominance over Australia. There are various political
factors for politically motivated cyber-attacks. Especially Australia is one of
the best friends of USA in this South Pacific region and for the more there are
issues related to the South China Sea. Use of cyber power is somewhere in
between the conventional soft power and hard power this is the most modern
method of influencing and manipulation. Therefor it is clear that China has
implemented its offensive cyber capabilities to steel the critical information in
Australia.

As per the recommendations Cyber deterrence is one of the major topics that
are currently discussed by Cyber strategy experts’ world over. Nonetheless in
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order to counter this situation Australia should work to improve their network
security. However, implications of cyber security will not be enough to
counter such attacks. Because in the cyber domain connectivity creates more
and more vulnerabilities. Most connected nations are the most vulnerable in
the cyber domain. There for Australia should focus on their foreign policy as
well to counter balance such kind of cyber threats.
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